
IT’S YOUR BUSINESS
CYBERCRIME 

Community Legal Centres SA 



Increased capabilities  
•Report submitted - cyber.gov.au

•Report triaged

•Desktop investigation

•Crypto tracing capabilities

•OSINT tools utilised

•Ability to transfer to other LEA

•Collaboration with banks (ADI/BO)

•Recover funds



TRUE STORY
• Computer pop up with a request to ring the call centre.

• Convinced $17k had been sent to a cryptocurrency wallet out 
of the victim’s bank account.

• Directed to take out the same amount in cash to send via a 

crypto ATM. 

• Remained on the phone and withdrew $5,000 cash. 

• Police observed victim feeding $100 notes into ATM.

• $1100 was inserted into the machine, about to insert a further 

$3900.



Text Message
37%

Phone Call
19%

Email
29%

Internet
6%

TOP CONTACT METHODS

*Statistics from ACCC



SOCIAL ENGINEERING
Tools of the trade...



Online friendsPrivacy settings Oversharing

Sharing Your Information



HANDS UP! 
If you…

Your software is up to date

You back up your data

Portable storage devices have 
passwords / encryption

You use multi-factor 
authentication (MFA)

You change your passwords

Your employees receive 
regular cyber security 
training 



DATA BREACH
A data breach occurs when personal information is accessed or 

disclosed without authorisation, or is lost. 

USB or device is lost or stolen 
– BitLocker!

Sharing of passwords or 
credentials

Database hacked & 
information obtained 

Personal information is sent 
to the wrong person

haveibeenpwned.com



Preserving Evidence

Screen shots

Photograph Direct  download –
social media/emails

Snipping tool



`

Open Source Tools

Reverse image search pic2map.com 

web.archive.org haveibeenpwned.com 

Google Maps whatismyipaddress.com



Email Headers
A header is a detailed section of code that contains 
information about where the email came from and 
how it reaches its destination.

• Time and date (Email client time zone)

• Sender (can be forged)

• Sender’s IP address

• Internet service provider

• Email client

• Receiver’s email

• Receiver’s IP

• Use an Email Header Analyser from the internet to analyse the 

data.

• How to Get Email Headers – A Guide from MxToolBox



TRUE STORY
• Contact methods include social media, dating and gaming apps

• Unrealistic stories / excuses

• Professes love rapidly

• Victim vulnerabilities

• Off platform communications

• Once money is sent requests increase and become aggressive / 

threatening

• Victims are often repeatedly targeted 



Resources



www.police.sa.gov.auSouth Australia Police 


